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BBeaeHue

Hacroawwii ctaHgapTt coaepXxut onucaHne npoueccos popMMpoBaHUA U NPOBEPKKN SNEKTPOHHOW Lind-
poson nognucu (OLIM), peanuayemoii ¢ MCNOMbL30BaHUEM ONepaunii B rpynne ToueK SnAMnTUYeCKOn KPMBOK,
onpeaeneHHol Haa KOHEYHbIM NPOCTbIM NOMEM.

HeobxoanmocTb paspaboTku HaCTOALLEro CTaHAapTa Bbi3BaHa NOTPEOHOCTLIO B peanu3aunm anekTpoH-
HOM LMAPOBON NOAMNUCU Pa3HOW CTENEHW CTOMKOCTU B CBSI3U C MOBbILIEHWEM YPOBHS pasBUTUSA BbIYUCIIN-
TeNbHON TEXHUKW. CTONKOCTb 3NEKTPOHHOW LUMGPOBON NOAMNUCU OCHOBLIBAETCA HA CMOXHOCTU BbIYUCHEHMNS
OWUCKPETHOro norapudma B rpynne ToYek annunTU4ecKor KPMBOW, a TaKKe HA CTOMKOCTU UCMONb3yeMOW X3LL-
yHkumm no NOCT 34.11.

Hacrosiwmin ctaHpapt paspaboTaH ¢ y4eTOM TEPMUHOMOMMU U KOHLIENLUI MEXAYHAPOAHOro cTanaapra
NCO 2382 [1], a Tarkke MexayHapoaHblx ctangapTtos cepuint MCO/MIK 9796 [2], [3], NCO/MOIK 14888 [4]—I[6]
n NCO/M3K 10118 [7]—([10].
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M E XTTocyYy AP CTHBETUHHB H C TAHAAPT

MHpopmaLMOHHAA TeXHONOrusA
KPUNTOrPA®PUYECKAA SALLNUTA NHO®OPMALINNA
Mpouecckl popMUPOBAHUA U NPOBEPKU INEKTPOHHON LU poBOIN Nnoanucu

Information technology. Cryptographic data security.
Signature and verification processes of electronic digital signature

Dara BBegeHus — 2019—06—01

1 O6nactb npuMmeHeHus

Hacroswmn craHgapt onpegernsier cxemy 3nekTpoHHon uvdposon nognucu (3UIM) (nanee — undpo-
Basi NOANUCH), Npoueccbl (hOPMUPOBAHUS U NPOBEPKU LMPOBOK NoaANUCU NOA 3aAaHHbIM COOBLEHNEM
(nokymeHTOM), NepeaasaeMbiM MO HE3ALUMLLUEHHLIM TENEKOMMYHUKALMOHHBIM KaHanam obLiero nonb3oBa-
HUs1 B cucTemax oopaboTku MHpopMaLmMm pasfnMYHOro HasHaYeHus.

BHeapeHve undpoBoi NOANMCHU HA OCHOBE HACTOALLENO CTaHAApPTA MOBLILLAET MO CPABHEHUIO C paHee
[AeCTBOBaBLUEN CXeMON LcpOBOA NOANUCK YPOBEHb 3aALLMLLEHHOCTU NepeaaBaeMbix COOBLEHUI OT noa-
AEenoK N NCKaXXEHUN.

HacTosAwmii ctaHaapT PEKOMEHAYETCA NPUMEHATb NPU CO3[4AaHUM, dKCNnyaTauum U MOAEPHU3aLUN CHu-
cteM 06paboTkn MHpOPMaLIMM PaA3NTUYHOTO HAa3HAYEHUS.

2 HopmatuBHbI€ CCBISIKU

B HacTosiLlemM cTaHaapTe MCMONb30BaHA HOPMAaTMBHAS CCbINKA Ha CNeyoLWin MEeXroCyaapCTBEHHbIN
cTaHpapTt:

FOCT 34.11—2018 UHpopMaumoHHas TexHonorus. Kpunrtorpaduueckas sawmra nidopmaummn. OyHk-
LMA XaLIMPOBAHMA

MpumedaHue — [Ipy NONb3OBAHWUN HACTOSALMM CTaHAaPTOM LenecoobpasHo NPOBEPUTL [ENCTBUE CCbIIOY-
HOro cTaHgapTa B MH(OPMaLWOHHOI cicTeMe 0BLLEero Nomb3oBaHns — Ha oduunanbHoM cailiTe degepansHoro areHT-
CTBa M0 TEXHNYECKOMY PEryn1pOBaHUI0 ¥ METPOMOTUMN B CETU VIHTEPHET UK MO eXerogHOMY MH(OPMaLMOHHOMY yKasa-
Tento «HauvoHanbHble CTaH[apThi», KOTopbIi OnyBnMKkoBaH No COCTOSHUIO Ha 1 SHBapA TeKyLuero roga, U no Buimyckam
eXeMeCsHHOro HOpMaLMOHHOro ykasaTens «HauuoHarnbHble CTaHAapThI» 3a TeKYLYWii rog. ECru cCbifouHbINn cTaHgapT
3aMeHeH (MUBMeHeH), To NP NoNb30BaHWW HAaCcTOALMM CTaH[apTOM CriedyeT PyKOBOACTBOBATLCA 3aMEHSIOLUM (M3MEHEH-
HbIM) cTaHAapTOM. ECru cebINoYHbIN CTaHAapT OTMEHEH 6e3 3aMeHbl, TO MONOXKEHUE, B KOTOPOM AaHa cchifika Ha Hero,
NPUMEHSAETCA B YacTy, He 3aTparisatollei 3Ty CChInKY.

3 TepMuHbI, onpeaeneHns U 0603Ha4YeHus

3.1 TepMuHbI U onpeaeneHnsa

B HacTosILLEM CTaHAapTe NPUMEHEHbI CReayoLWmMe TePMUHbI C COOTBETCTBYIOLLIMMU ONpPeaeneHnUsIMU;
3.1.1 pononHeHue (appendix): Ctpoka 6uT, hopMmupyemasn ns UudpPOBOK NOANUCK U NPOU3BOMNBLHOIO
TEKCTOBOro nons.

MpumedvaHue — AgantupoaHo s MICO/M3IK 14888-1 [4].

UzpaHue ocpuumanbHoe
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3.1.2 oy noanucu (signature key): SneMeHT CEKPETHLIX AaHHbIX, cneunduyHbIn Ana cybbekTa u uc-
nonb3yeMbii TOMbKO AAaHHLIM CyObLEKTOM B npouecce hopMMpoBaHus L poBoi Nnognucy.
MpumevaHune — ApantupoBaHo us MICO/MOK 14888-1 [4].

3.1.3 knoy npoepkn noanucu (verification key): SnemMeHT AaHHLIX, MAaTEMATUYECKN CBA3AHHLIA C
KJIO4YOM NOANUCU U NCNONb3YEMbIN NPOBEPSIOLLIENH CTOPOHONM B nNpouecce NpoBepku LudpoBol NoANUCH.

MpumevyaHne — ApantupoBaHo us MICO/MOK 14888-1 [4].

3.1.4 napametp cxembl AL (domain parameter): OneMeHT aaHHbIX, 00LWMI ANA BCeX CyOLEKTOB Cxe-
Mbl LiMhpPOBOI NOANUCH, N3BECTHBLIN MU AOCTYMHLIA BCEM 9TUM CyObekTam.

MpumevyaHune — ApantupoBaHo us MICO/MOK 14888-1 [4].

3.1.5 nognucanHoe coobuleHune (signed message): Habop aneMeHTOB AaHHbIX, COCTOALMA U3 CO-
0obLLUeHns n 4ONONHEHUS, ABNSAIOLLIErOCS YaCTblo COOOLLEHNS.

MpumevaHne — ApantupoBaHo us UICO/MOK 14888-1 [4].

3.1.6 nocnepoBaTenbLHOCTL NceBAOCHyYalHbIX Yncen (pseudo-random number sequence): [Mo-
CneaoBaTenbHOCTb YUCEN, NONYyYEeHHasa B pe3ynbrarte BbIMOMHEHUA HEKOTOPOro apudMeTUYECKOro (BbIMMCIU-
TenbHOro) npoLecca, ucnornbL3yemas B KOHKPETHOM Criy4ae BMECTO NOCNeAoBaTenNbHOCTU CyYanHbIX Yucen.

MpumedvyaHne — ApantupoBaHo us MCO 2382 [1].

3.1.7 nocneaoBaTenbHOCTL CrlyyainHbix Yyucen (random number sequence): MocneaosaTenbHOCTb
yucern, KaXxgoe U3 KOTOpbIX He MOXET ObITb NPeackas’aHo (BbIMMCNEHO) TONLKO Ha OCHOBE 3HAaHUA NpejLue-
CTBYIOLLUX €My YWUCEN AaHHOW NOCneA0BaTesIbHOCTU.

MpumeyvaHne — AgantuposaHo us UCO 2382 [1].

3.1.8 npouecc npoBepku nognucu (verification process): Npouecc, B Ka4ecTB€ UCXOAHbIX AAHHbIX
KOTOPOro UCMOonb3yTCA NOANUCAHHOE COOOLLEHUE, KIIOY NPOBEPKM NOANUCU M napameTpbl cxembl LM, pe-
3yNbTaTOM KOTOPOTO SBNSAETCS 3aK/04eHWe O NPaBUNbHOCTU UNKU OLUMBOYHOCTU UM POBOIM NOAMUCH.

MpumedaHue — ApantuposaHo ua MCO/MOK 14888-1 [4].

3.1.9 npouecc popmupoBaHusa noanucu (signature process): MNMpouecc, B Ka4eCTBE UCXOAHLIX AaH-
HbIX KOTOPOrO MCNOMb3YIOTCA COOOLLEHME, KNoY nognucu u napameTpbl cxeMbl 3LIM, a B pesynerare opmu-
pyeTca uncposas noanmchb.

MpumedaHue — AgantuposaHo u3 MCO/MOK 14888-1 [4].

3.1.10 cBupgeTenbcTBO (Witness): SnNemMeHT AaHHbIX, NPeACTaBNALWMIA COOTBETCTBYIOWEE AOKa3a-
TEnNbCTBO JOCTOBEPHOCTU (HEAOCTOBEPHOCTIN) NOAMMUCHU NPOBEPSIOLLEA CTOPOHE.

3.1.11 cnyvaiHoe yucno (random number): Yucno, BbiOpaHHOe U3 onpeaeneHHOro Habopa yucen Ta-
KM 06pasom, UTO KaXKaoe YnUCno M3 4aHHOro Habopa MOXET ObiTb BbIOPaHO C 0AMHAKOBOW BEPOATHOCTLIO.

MpumMmedaHue — ApantuposaHo u3 MCO 2382 [1].

3.1.12 coobuweHune (message): CTpoka GUT NPOM3BONbHON KOHEYHOW ATNUHBI.

MpumedvaHne — AgantupoBaHo s NCO/MIK 14888-1 [4].

3.1.13 xaw-kop (hash-code): CTpoka 6uT, ABNAIOLLAACSA BbIXOAHbLIM pe3ynbTaToM X3LW-DYHKLUK.

MpuMmedaHue — ApantuposaHo u3 MICO/MSIK 10118-1 [7].

3.1.14 xaw-cyHkuus (collision-resistant hash-function): ®yHkuus, oTtobpaxkaioLan cTpoku GUT B CTPOKU
6uT PUKCMPOBAHHON ANWHbLI U YAOBMNETBOPSAIOLLAS CMEAYIOLLUM CBOWCTBAM:

1) N0 AAQHHOMY 3Ha4YEHUIO DYHKLUM CMOXHO BbIYMCIIUTD UCXOAHBbIE AaHHbIE, OTOOpaXaemble B 3TO 3Ha-
YyeHue;

2) Ansa 3agaHHbIX UCXOAHBIX AAHHbIX CNOXHO BbIYUCUTL APYIME UCXOAHbIE AaHHbIE, OTOBpaXkaemble B
TO XK€ 3Ha4YeHne PYHKUUU;

3) CNOXHO BbIYUCIUTL Kakylo-nubo napy UCXOAHbIX AAHHBIX, OTOOpaXKaeMbiX B OA4HO U TO Xe 3HaYeHHe.

MpuMedaHus

1 AgantuposaHo u3 NICO/M3K 10118-1 [7].

2 MpuMeHNTeNbHO K obnacTu aneKTpOHHOW LMdpoBOiA nognucu cBOWCTBO Mo nepevucnenuio 1) nogpasy-
MEBaEeT, YTO MO W3BECTHON 3MNEKTPOHHOW LU POBOA NOAMMCUM HEBO3MOXHO BOCCTAaHOBUTb UCXOAHOE coobLleHune;
CBOWCTBO MO MepevncrieHuno 2) nogpasyMeBaeT, YTo ANA 3aaHHOro NoANMcaHHOro coobuweHua TpyaHo nogobpaTth
apyroe (danbcudpuumpoaHHoe) coobLyeHne, UMeLlee Ty Xe 3MeKTPOHHYI0 LUdpPOoBYIO NOAMNUCH, CBOIWCTBO NO
nepeyuncrnexunto 3) nogpasymeBaeT, 4To TpyAHO nogobpath kakyto-nnbo napy coobuieHUi, UMeroLWunx oaHY U Ty Xe
noAnuce.

2
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3 B HacTosileM cTaHAapTe B LiENsX coXpaHeHWs1 TEpMUHOINOMNYECKOW NPEEMCTBEHHOCTU C HOPMAaTUBHLIMU A0-
KyMeHTaMM, AeUCTBYIOWUMU Ha TEPPUTOPUN rOCyAapcTBa, NPUHABLUErO HACTOALLMIA CTaHAapT, U onyGnuKoBaHHLIMK
paHee Ha pycCKOM A3blKe HayYHO-TEXHUHYECKUMU U3AAHUSIMU YCTAHOBMEHO, YTO TEPMUHBI «X3LU-PYHKLUS», «KPUNTO-
rpacdudeckas XaWw-pyHKUUA», «DYHKLUSA X3LIMPOBaHUSI» U «KpunTorpadudeckas yHKLUA X3LUMPOBaHUSA» ABNSHOTCA
CUHOHUMaMMU.

3.1.15 [anexTpoHHaa uudposas] nognuchb (signature); SLM: Ctpoka 6uT, nony4yeHHas B pesynbrare
npouecca opMUPOBaAHUSA NOAMUCH.

MpuMevyaHus

1 AgantuposaHo us ICO/MG3K 14888-1 [4].

2 CTpoka 6uT, sBnsoLwasnca NoAnMChI0, MOXET UMETb BHYTPEHHIOIO CTPYKTYPY, 3aBUCSILLYIO OT KOHKPETHOrO Mexa-
HU3Ma PopMUPOBAHUS NMOANUCH.

3 B HacTosilLeM cTaHaapTe B Lenax coXpaHeHWs TEPMUHONOMMYECKOW NPeeMCTBEHHOCTU ¢ HOPMATUBHBIMU AOKY-
MeHTaMu, AeCTBYIOLLMMUN Ha TEPPUTOPUN rocyapcTBa, NPUHSBLLErO HacTOSALLMIA CTaHAApT, U oNy6NUKOBaHHLIMU paHee
Ha PYCCKOM fi3blKe Hay4HO-TEXHUHYECKUMU U3QAaHUSMWN YCTAHOBIIEHO, YTO TEPMUHBI «3MNEKTPOHHAs MOANUCL», «undposasn
MOAMUCHY» N «3NeKTPOoHHas LudpoBas Nognucky ABNSAIOTCA CUHOHUMaMMU.

3.2 O603HaYeHUA

B HacTosLLeMm cTaHgapTe NPUMEHEHbBI cneayowme 0603Ha4YeHus:

V, — MHOXXeCTBO BCEX ABONYHLIX BEKTOPOB ANIUHON / GUT,

V¥ — MHOXECTBO BCEX ABOUYHbIX BEKTOPOB NPOU3BOSNbHOW KOHEYHOW ANUHBI,

Z — MHOXECTBO BCEX LiEMbIX YMUCEN;

p — npoctoe uucrno, p > 3;

Fp — KOHEYHOE NPOCTOE Norne, NPeacTaBNAEMOe Kak MHOXECTBO U3 p uenbixuncen {0, 1, ..., p—1};
b(mod p) — MUHUMANbHOE HEOTPULATENLHOE YNCHO, CPaBHUMOE C b N0 MOAYNIO P;
M — coobweHne nonb3osatens, M e V¥

(h1 ||h2) — KOHKaTeHauusi (06beanHeHne) AByX ABOUYHbIX BEKTOPOB;

a, b — Ko PULMUEHTbI ANAUNTUYECKOWA KPUBOM;

m — nopsiAoK rpynnbl TOYEK NNUNTUYECKOW KPUBOW;

g — nopsaoK NOArpynmnbl rPynMbl TOYEK SNMMATUYECKON KPUBONK;

O — HyneBas TOYKa SNMMNTUYECKON KPUBOMK;

P — Touka annunTuyecKon KpMBOW nopsaka g,

d — uenoe 4ncno — KoY NOAMNUCH;

Q — TOYKa ANNUNTUYECKON KPUBON — KITHOY MPOBEPKM NOANUCH;

{ — uucbposas nognucb nog cooblieHnem M.

4 O6wme NnonoxeHus

O6LwenpuaHaHHas cxema (Moaens) uncpoBoii noanucu [4] oxeaTbiBaeT crneayowme npoLecesl;

- reHepauusa Knoyen (noanucu u NPOBEPKU NOANUCHK);

- (bopMmupoBaHue noanucu;

- NpoBepKa noanucu.

B HacTosiLueM cTaHaapTe NPOLECC reHepauun Knoven (NognmMcu u NnpoBepKkyM NOANUCK) HE PAaCCMOTPEH.
Xapaktepuctuku 1 cnocobbl peanusauuy 4aHHOTO NPoLEecca OnpeaensaioTCa BOBNIEYEHHbIMU B HErO CyObek-
TaMu, KOTOpbl€ YyCTaHaBMMBAOT COOTBETCTBYIOLLME NapamMeTPbl N0 B3aUMHOMY COrfacoBaHUIO.

MexaHn3am uMdpoBOi NOANUCKH ONpedenseTcs NoCcPeaCTBOM peanusaumm AByX OCHOBHbIX MPOLIECCOB
(cm. pasgen 6):

- (bopmuposaHue noanucu (cm. 6.2);

- npoeepka nognucu (cm. 6.3).

LindpoBas noanucb npeaHasHa4veHa ans ayTeHTudukaumm nuua, noanucaBLUEro 3feKTPOHHOE CO00-
weHune. Kpome Toro, ucnonb3osarnue LM npegoctaBnsieT BOZMOXHOCTb 0BecneunTs CrneayoLwue cBonCTBa
npu nepegave B cucteme noAnNUCaHHOro coobLUeHUS:

- OCYLLECTBINEHME KOHTPONS LEeNOCTHOCTU NepeaBaeMoro noanmcaHHoro CoooLIeHus;

- AoKasaTenbHOe NoATBEPXKAEHMe aBTOpCTBA Nuua, NOANUCABLLENO COOBLLEHHME;

- 3awmTa coobLLeHNs OT BO3MOXKHON NOAAENKN.

Cxemaru4yeckoe npeacraBneHme nognnMcaHHoro CoobLEeHNA NOKasaHo Ha pucyHke 1.
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PucyHok 1 — Cxema nognucaHHoro coobLieHus

Mone «TeKkCT», NOKasaHHOE Ha AaHHOM PUCYHKe W AonornHsawowee none «Lindposas noanucb», MOXET,
HanpuMmep, cogepxatb WAEHTUDMKATOPLI CyObeKTa, NoANMCcaBLLIErO COOBLLEHUEe, /UMK METKY BPEMEHMU.

YCcTaHOBNEHHAnA B HACTOSILLEM CTaHapTe cxema LudpoBoii NoANMCH AOIDKHA ObiTh peanu3oBaHa ¢ uc-
Nonb30BaHWEM ONepauui rpynnbl TOYEK AMAMNTUYECKON KPMBOW, ONpeaeneHHON Haf KOHeYHbIM NPOCTLIM NOo-
nem, a TaKkkKe XaLWw-yHKUUK.

Kpuntorpaduyeckas CTOWKOCTb AAHHON CXeMbl LMPOBOM MOAMUCU OCHOBLIBAETCH HA CMOMHOCTU pe-
LUEHMS 3a4a4M QUCKPETHOTO NorapudMmMpPOBaHUS B rpynne TO4EK SNnMnTUYECcKon KPUBOM, a TaKkKe Ha CTONKO-
CTU UCNONb3YEMON XALL-DYHKLUN. ANTOPUTMbI BLIMUCIIEHMA X3LW-PYHKUUKM ycTaHoBneHsl B FTOCT 34.11.

MapameTpbl cxembl LMpoBOI noanucK, Heobxoaumble Ana ee GOPMUPOBAHNUA U NPOBEPKU, onpeae-
neHbl B 5.3. B HacTosiLEM CTaHgapTe NpeaycMoTpeHa BO3MOXHOCTb BbiOOpa OAHOrO M3 ABYX BapUaHTOB
TpeboBaHui kK napaMerpam.

HacToawuit ctaHgapt He onpeaenseT nNpouecc reHepauuu napameTpos Cxembl LUAPOBON NOANUCHU.
KoHKpeTHbIii anroputM (crnocob) peanusaumu AaHHOIO NpoLlecca onpeaensercs cybbekrammu cxembl Luudpo-
BOI mognucu, ucxoas ua TpeboBaHuii K annapaTHO-NPOrPamMMHbLIM CPEACTBAM, PEeanU3yIoWMUM NEKTPOHHbBIN
JOKyMEHTO0B0pOT.

Lincposas nognucek, NpeacTaBneHHas B BUe ABOUYHOIO BEKTOpa AnnHown 512 unu 1024 6uta, gomkHa
BbIMUCIATLCS C NOMOLLbLIO ONpeAeneHHOro Habopa npaBun, U3NOXeHHbIX B 6.2.

HaGop npaBun, No3BONSAOLLMX NPUHATL NMMOO OTBEPrHYTH LUMQPOBYIO NOANUCL NOA MOMYYEHHBLIM CO-
obLUeHneM, ycTaHoBMEH B 6.3.

5 MaremaTnyeckue o0bLeKTbI

5.1 O6wWKe NONOXeHUA MaTeMaTuYeckux oo LeKTos

[ns onpeaeneHust cxembl LMcPOBOI NnoanMcH He0BxoaMMO onucarb 6a30Bble MAaTEMATMYECKNE OOLEKTHI,
ucnonb3yemble B npoueccax ee hopMMpoBaHUA U NPoBEPKU. B HacToAwEM pasgene yCTaHOBSEHbI OCHOBHbIE
maremarnyeckue onpeaeneHus n TpebosaHus, NpeabsBNAeMble K NapaMeTpam CxeMbl LMPOBOIA NOAMUCH.

5.2 MatemaTuyeckue onpeaeneHus
SnnuMNTUYECKoN KpuBON E, onpeaeneHHOW Haa KOHEYHbLIM NPOCTbIM NofeM Fp (rae p > 3 — npocroe
4YKCIO), HAa3bIBAETCA MHOXECTBO Nap 4ucen (x, ), X, y € Fp, yAOBNETBOPAIOLUX TOKAECTBY
y2 = x3+ ax + b (mod p), ¢))

mea be Fyn 433 + 27b2 He cPaBHUMO C HYNEM N0 MOAYSIIO P.
MHBapUaHTOM 3MNTMMTUYECKON KPUBOW HA3LIBAETCA BENNYNHA J(E), YA0BNETBOPSIOWAN TOXAECTBY

458
J(E)=1728 ————(mod p). 2
(E) 4a3+27b2( P) @
KoadhpuumeHTbl @, b annunTu4eckon kpueon E no n3sectHoMy nHBapuaHTy J(E) onpeaensaioTca cneay-
IoLmM 06pasoMm:
a=3k(mod p), 3)
b = 2k(mod p),

J(E)
rmme k=———=—(modp), J(E)=0 vnn 1728.
17287J(E)( P). JE)
Mapesl (X, y), yaoBneTBopsiowme ToxaecTBy (1), Ha3bIBAIOTCA «TOYKAMU SNNMNTUYECKON KPMBON E»;
X U Y — COOTBETCTBEHHO X- U y-«KOOPAUHATaAMU TOUKUY .
Touka annMNTUYECKON KpuBol 0603HavaeTca Q(x, ¥) unu Npocto Q. [Be TOUKU INNMUNTUYECKON KPUBOW
PaBHbI, €CNU PaBHbI UX COOTBETCTBYIOLLME X- N Y-KOOPAUHATI.

4
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Ha MHOXecTBe BCEX TOYEK INMUMNTMYECKON KPUBOW E BBEAEM OMepauuio COKeHusi, KoTopylo Gyaem
0603HaYaTL 3HAKOM «+». [INs ABYX NPOU3BOMbHLIX TOUEK Qq(Xy, Y1) N Qx(Xy, ¥p) GNAMATUMECKON KPUBOW E
pPaccMOTPUM HECKOMbKO CIy4aes.

[ns Touek Qq U Q,, KOOPAMHATBI KOTOPLIX YA0BNETBOPSIOT YCMOBUIO X4 # X,, UX CyMMOI Ha3blBaeTCs
TOYKa Qg(X3, ¥3), KOOPAUHATLI KOTOPOK ONPEAENSOTCA CPaBHEHUAMU

X3 =A2 =X, — X, (modp),

4)
¥3=M(x;—X3)-y,(modp),

rae a=22N (modp)
Xy =X
Ecrnu BLINONHEHbI PABEHCTBA X, = X, U ¥4 =¥, # 0, TO KOOPANHATbLI TOUKN Q3 ONPeAEensoTCA crieayto-
wmmM obpasom:

X3 =A2 —2x,(modp),

(5)
¥Y3=A(X;—x3)-y,(modp),

3xZ+
rae A=
Y4
Ecnu BbINOMHEHbI YCINOBUA Xy = X, U ¥V =—Y, (modp), TO cymma Touek Qq U Q, Ha3bIBAETCA HyNeBoi
Tou4KOI# O Ge3 onpeaeneHus ee x- U y-koopanHar. B aTom cnyyae Touka Q, Ha3bIBAETCA OTPULIAHNEM TOUKM Q.
Ons Hynesou TOo4kM O BbINOMHEHbI PABEHCTBA

Q+0=0+Q=Q 6)

rae Q — npov3BONbHAsA TOYKA SMNUNTUYECKON KPMBOW E.
OTHOCUTESbHO BBEAEHHOII OnepaLun CroXeHU MHOXECTBO BCEX TOYEK SNSIMNTUYECKOI KpMBOI E BMe-
CTe C HyneBOW TOYKOWM 06pasytoT koHeuHYHo abenesy (KOMMYTaTMBHYIO) rpynny nopsgka m, AnsA KOTOPOro Bbl-

MOMHEHO HePaBEHCTBO
p+1-2Jps m< p+1+2p. )

Touka Q Ha3bIBAETCA «TOYKOI KPaTHOCTW K» UMM NPOCTO «KPaTHOM TOYKOW SMMMUNTUYECKON KpUBOMN Ex,
ecnu Ans HeKOTOPOW TOUKW P BbINONHEHO PaBEHCTBO

Q=P+..+P=kP. ®)
k

2 (modp).

5.3 NapameTpbl UM poBOK NOANUCHU

MapameTpamum cxembl LMPPOBOIM NOANUCU ABNSIOTCA:

- NPOCTOE YNCNO P — MOAYIb ANMNUNTUYECKON KPUBOIA;

- annunTuveckas Kkpueasi E, 3agaBaeMas CBOUM MHBapuaHToM J(E) unu koadchpmumerntamu a, b € F

- Lenoe 4ncno m — nopsAaokK rpynmbl TOYEK NNIMNTUYECKON KPUBOW E;

- MPOCTOE YNCNO g — NOPAAOK LMKNUYECKON NOArpynMbl rPynnbl TOMEK NNUNTUYECKOW KpuBOW E, ong
KOTOPOrO BbIMNOMHEHbI CReayowue yCnoBus:

m=nq,neZ n21,
©)

2254 g< 2256 iy 2508 . g< 2512;

- Touka P# 0O snnmnmqecxou KpuBOW E ¢ koopanHatamu (x Yp ), YAOBNETBOPAIOLWAsA paBeHCTBy gP = O;

- xaw-cpyHKUmMA h:V - V,, otoGpaxatouian coobLueHus, npe,uCTaBneHHble B BUAE A BOUYHBIX BEKTOPOB
NPON3BOSbHOW KOHEYHOW ANUHLI, B ABOUYHBLIE BEKTOPLI ANNHLI / BUT. Xaww-hyHkuua onpeaeneHa B FOCT 34.11.
Ecnn 2254« q < 2256 10 /= 256. Ecnn 2°08 < q < 2512, 70 /= 512.

Kaxkabln nonb3oBaTenb CxeMbl LIMpOBOI NOANUCYU AOMKEH 06naaaTb NUYHLIMU KIIOYaMU:

- KINIOYOM MOANMCK — LieNbIM YMCIoM d, YA0BAETBOPAIOWMM HepaBeHCTBY 0< d< q;

- KMOYOM NPOBEPKN MNOAMUCU — TOUKON INNMUMTUYECKON KPUBOIN Q C KOOpAUHATaMU (xq, yq), YAOBNETBO-
psioLLen paBeHcTBy dP = Q.

K npuBeaeHHbIM BhILLE NApaMeTpaM CxeMbI UM pOBOI NOANUCY NPEABABNAIOT cneayiowme TpeboBaHus:

- [OMDKHO BbITb BbIMOMHeHo ycroBue pf =1 (mod q) ans Becex Uuenbix t=1, 2, ... B, rae B = 31, ecnu
2254 < g <2256y B =131, ecr 2°08 < g < 2512;

- OOJDKHO ObITb BbINOSTHEHO HEPABEHCTBO M # p;

- WHBapWaHT KpUBOW AOMKEH yAOBNETBOPATL YCNOBUIO J(E) # 0 u J(E) # 1728.
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5.4 1BONYHbIE BEKTOpPbI

Ons onpeaeneHns npoueccoB (hopMUPOBaHUS U NPOBEPKM LMAPOBOK NOoANUCU HEOOXOAMMO YCTaHO-
BWUTb COOTBETCTBUE MEXAY LieNbIMU YMCramMmu U ABOUYHBIMU BEKTOPaMU ANUHbI / OUT.
PaccMoTpum crneaylowmii IBOUYHbIA BEKTOP ANMWMHON / BUT, B KOTOPOM Mnaglune GuUTbl pacnonoXeHbl
cnpasa, a cTapLumMe — cresa:
h=(o_q..0g), heV, (10)

rae o, i =0, ..., /=1 paBHo nn6o 1, nu6o 0. _
Uncno o € Z COOTBETCTBYET ABOUYHOMY BEKTOPY h, €Cnu BbINOMHEHO PABEHCTBO
-1
o= Y02 a1
i=0
Ana AByx ABOMYHbLIX BEKTOPOB
by = (044, - 0g),

’_’2 :(Bz—r ~~~’Bo)’

COOTBETCTBYIOLLMX LieNbIM Ynucnam o 1 3, onepauusi KOHKateHauun (06beanHeHns) onpeaenseTca cneayio-
wum obpasom:

(12)

By By = (040 0guBygo o B - (13)

ObbeanHeHne NpeacTaBnaeT coboi ABOUYHBIN BEKTOP ANUHOM 2/ GUT, COCTABNEHHbIN U3 KOIDMULIMEH-
TOB BEKTOPOB hy W hs. o

®opmynsl (12) n (13) onpeaensioT cnocob pasdueHus ABOMYHOTO BekTopa h, || h, anuHon 2/ 61T Ha ABa
ABOWYHBIX BEKTOPA ANNHORM [ OMT, KOHKATEHAUMEN KOTOPLIX OH ABMSETCS.

6 OcHOBHbIe npouecchbl

6.1 OOwMe nonoxeHuaA

B HacTosiwem pasgene onpeaeneHbl Npoueccbl POPMUPOBAHUA U NPOBEPKU LMGPOBON NOANUCK NoA
coobLieHnemM nonb3oBarens.

Ons peanu3ayum AaHHbIX NPOLECCOB HEOOXOAMMO, YTOOBI BCEM NONBL30BATENAM ObiNKU M3BECTHBI Napa-
METPbl CXeMbl LLMppOBOI NOANUCH, COOTBETCTBYOLLME TpebGoBaHuam 5.3.

Kpome Toro, kaxablii Nonb3oBaTenb AOSDKEH UMETb KMOY noanucu d M Koy NPOBEPKM MOAMUCU
Q(xq, yq), KOTOPbIE Takxke JOIHKHbI COOTBETCTBOBATL TpeboBaHusAM 5.3.

6.2 PopmupoBaHue uucpoBoOI NnoanNnUcKU

Ons nonyyeHus uucpoBon noanucu nog coobuweHmem M € V* HeoBxoAUMO BbIMONHUTL CreayloLume
AencTBmaA (Lwarn) no anroputmy |: _
Lar 1 — BbIMMCAUTL X3LL-koA coobuennsi M :h = h(M). (14)

Llar 2 — BbIMUCIUTbL LIENOe YUCIIO o, ABONYHBLIM NPEACTaBIEHNEM KOTOPOro SBMSETCS BeKTop h, o
onpeaenuTb
e =a(mod q). (15)
Ecnu e =0, To onpegenutb € = 1.
LLlar 3 — creHepupoBarth cryyanHoe (NceBaocny4anHoe) Lenoe Yucno K, yaoBneTBOPSIOLLEE HEPABEHCTBY

0<k<aq. (16)
LLar 4 — BbIMMCANUTbL TOYKY INNUNTUYECKON KpuBon C = kP n onpeaennTb
r=x,(mod q), an

rae x, — x-koopanHara toukmn C.
Ecnu r=0, T0 He06X0AMMO BEPHYTLCA K Luary 3.
LLar 5 — BblMMCANUTbL 3HAYEHUE

s =(rd + ke)(mod g). (18)
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Ecnu s =0, T0O HE06X0AMMO BEPHYTLCA K Luary 3.

LLar 6 — BblMMCNNUTL ABOUYHbIE BEKTOPLI 7 UM S, COOTBETCTBYIOLUME I U S, U ONpeaennuTb UMdpPoBYIO
noanuck (= (7 ||§) Kak KOHKaTeHaLMIo ABYX BONYHbIX BEKTOPOB.

McxoaHbIMK AaHHBIMU 3TOrO npouecca ABNATCA KoY nognucu d u noanucbiBaemoe coobueHne M,
a BbIXOZIHbIM pe3ynbTaToM — uudpposas noanucs (.

Cxema npouecca hopMupoBaHus LMPPOBON NOANUCK NPUBEAEHA HA PUCYHKE 2.

WcxopHble gaHHbie
(coobenne M
1 Krtou nognucy d)

Mpouecc dhopmMupoBaHus
nognucu

Lar 1 — BbMMCIIUTL X3LW-Kog, coobweHns M

!

LLiar 2 — BbluMCnEHME OL U ONpeaerneHmne e

\

LLiar 3 — creHepupoBaThL cry4aiHoe
(ncespocnyyaiHoe) Lenoe ynicno k

!

LLar 4 — BblMMCIIEHWE TOYKM SNNUNTUYECKOU
kpueoi C = kP, r=x. (mod q)

|

Oa

LLiar 5 — BbluMcrieHMe S

Oa

LWar 6 — onpeaeneHve undposoin noanucy

A

BeixogHoi pesynbTar
(umdposas nognuck)

PucyHok 2 — Cxema npouecca hopMrpoBaHusa LudpoBoOr Noagnucu
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6.3 MpoBepka undpoBon noanucu

[ns npoBepku umudpoBoi noanucu { nog nonyyeHHbiM coobueHneM M Heo6GX0AMMO BbINOMHUTL Creay-
owme aencrema (waru) no anroputmy i

LWar 1 — no nonyyeHHON nognucu { BbIMUCAUTL LEMble Yyucna r n S. Ecnu BbINONHEHbI HepaBeHCTBa
0<r<gq, 0<s<qg, TONEpPenTn K cneayroLlemy Liary. B npotuBHom criydae noanuce HEBEPHA.

LLlar 2 — BbIYMCINTL X3LL-KOA, NOMNYYeHHOro coobLuenns M

h = h(M). (19)

LLar 3 — BbIMUCNNUTbL LENOE YUCIO ¢, ABOWYHLIM NPEACTaBEHNEM KOTOPOro SBMSIETCA BEKTOP h, U
onpeaennTb
e = a(mod q). (20)
Ecnun e =0, To onpegermtb e = 1.
LLlar 4 — BbIUMCNUTL 3HadeHune v = e~ (mod q). 21)
Lar 5 — BbluMCNNTL 3Ha4YEHUSA

z, =sv(mod q),z, =—rv(mod g). (22)

LLlar 6 — BbIUUCIUTL TOYKY SnMATUYECKON KpuBoi C = z,P +2,Q n onpeaenutsb

R = x_(mod g), (23)

rae x, — x-koopauHara Toqkn C.

LLlar 7 — ecnu BbINOMHEHO PaBeHCTBO R =r, TO NOANUCbL NPUHUMAETCSA, B MPOTUBHOM Cly4yae — noanuchb
HeBepHa.

McxogHbIMKM AaHHBIMK 3TOMO Mpouecca ABNAKTCA nognucaHHoe coobueHne M, umdposasa noanuchb
U KIOY NPOBEPKM noanvcy Q, a BbIXOAHbLIM PE3ynsraTtoM — CBUAETENbLCTBO O AOCTOBEPHOCTU UK OLLMOOY-
HOCTKW JA@HHOW NOANUCH.

Cxema npouecca NnpoBepKn LMGPOBON NOANUCK NPUBEAEHA HA PUCYHKE 3.



WcxonHble aaHHble
(undbpoBas nognucs &,
nonyJeHHoe coobLieHue
M v N0y NpoBepKn
nognucu Q)
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Mpouecc nposepku
nognvcu

Lar 1 — Bel4MCHIEHWE F' U S MO NOSNYyYEHHOM

nognucm
0<r< q Het o
0<s<q Moanuck HeBepHa
Da

Lar 2 — BblMMCANTL X3LW-KOA NOMTY4EHHOro
coobweHua M

\J

LLlar 3 — BbluMcneHWe o U onpegeneHue e

Y

LUar 4 — BolMmncneHue v

\J

Lar 5 — BomucreHve z, n z,

Y

kpueoi C = z,P + 2,Q v onpegenexve R

LUar 6 — BbluMCIIEHNE TOYKWN AITUNTUYECKON

Het

) J

Mopnuce HeBepHa

BbixogHon pesynbrar
(noanuck BepHa)

Bbixog u3 npouecca
npoBEpKU
C oTpULaTenbHbIM
pe3ynLTaTtoMm

PucyHok 3 — Cxema npouecca npoBepku L poBoi nognucu
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MpunoxeHnue A
(cnpaBouHoe)

KOHTpOnbHbIE NpUMepbI

A.1 O6wme nonoxeHus

HacTosiLee npunoxeHne HOCUT CripaBOYHbLIA XapakTep U He SBIAETCA YacTbio HOPMaTUBHBLIX NOMOXEHUA HacTos-
Ljero cTaHgaapra.

MpusogmnMbIE HUXE 3HaYeHUs NapameTpoB p, a, b, m, q, P, a Taloke 3Ha4eHus KIto4ein NognucK U NPoBepKN Nognucu
d n Q peKoOMeHAYeTCS UCMONb30BaTh TONBKO AJIA MPOBEPKU KOPPEKTHON paboThl KOHKPETHON peanu3auun anropuTMoB,
ONUCaHHbLIX B HACTOSILLiEM CTaHAapTe.

Bce uncroBble 3Ha4YEHUA NpUBEAEHLI B ECATUMHON U LIECTHaALATEPUYHON 3annucK. HWKHUIA MHAEKC B 3anncK Yucna
0603HavaeT ocHoBaHWe cucTeMbl cuncnenns. Cumeon «\\» 0603Ha4aeT NepeHoc Yucsa Ha HoBYIo CTPoKy. Hanpumep, 3anuck
12345\

678904,
499602D2, ¢

npeacTasnAeT Lenoe Yyucno 1234567890 B A€CATUYHOA U LIECTHaALIaTEPUYHOW CUCTEMAaX CHUCTIEHUSI COOTBETCTBEHHO.

A.2 Npumep 1

A.2.1 MNapameTtpbl cxembl uudpoBol nognucu

A.2.1.1 YcnoBue

Ons opmmpoBaHnsi U NpoBepkY LindpoBoiA NognucK AoIKHbI BbiTb UCMOMb30BaHbl NapaMeTphl, NpUBeAeHHbIE B 5.3.
A.2.1.2 Mogyrnb annunTUYecKoi KpMBoOW

B HacTosiLleM NpuMepe NapaMeTpy p NPUCBOEHO crieaytollee 3HauYeHUE:

p = 57896044618658097711785492504343953926\\
634992332820282019728792003956564821041,,
p =8000000000000000000000000000000000000000000000000000000000000431, .

A.2.1.3 KoadhpULMeHTbl SnNNUNTUIECKon KpMBOW
B HacTosiLleM npuMepe napaMeTpbl @ U b NPMHUMALOT crefytolne 3HauYeHust:
a=7q,
a= Ty
b = 43308876546767276905765904595650931995\
9421117944510395832529688420338495804 14,
b = SFBFF498AA938CE739B8E022FBAFEF40563F6E6A3472FC2A514COCEODAE23B7E 46.

A.2.1.4 MNopAgoK rpynnbl TOYEK NAUNTUHECKON KpUBOA
B HacTosiLeM npuMepe napameTp m NPUHUMAET cregytollee 3Ha4YeHue:

m = 5789604461865809771178549250434395392\\
7082934583725450622380973592137631069619, 4,
m = 8000000000000000000000000000000150FE8A1892976154C59CFC193ACCF5B3,6.

A.2.1.5 NopagoK YMKNU4YecKon NoOArpynnel rpynnbl ToMeK ANAUNTUHECKON KpMBO
B HacTosiLiemM npumepe napameTp g NpUHUMAET cnegytollee 3Ha4deHue:

q = 5789604461865809771178549250434395392\\
7082934583725450622380973592137631069619,,
q = 8000000000000000000000000000000150FE8A1892976154C59CFC193ACCF5B36.

A.2.1.6 KoadhpuyneHTbl TOUKU SNANNTUHECKON KPUBOW
B HacTosiLeM NpuMepe KoopaWuHaThl TOYKW P NpUHUMaloT Cneayowme 3HavYeHns:
Xp =240,
Xp = 246
= 40189740565390375033354494229370597\
75603573938990554508069097936521 3431566280, ,
= 8E2A8A0E65147D4BD6316030E16D19\\
CéJ5C97F0AQCA267122896ABBCEA7E8FCS16
A.2.1.7 Knio4y nognucu
B HacTosiLleM NpUMepe cuMTaeTcs, YTo Nonb3oBaTenb o6nagaeT crnefyoWwmuM KIo4YoM noanueu d:

d = 554411960653632461263556241303241831\\
96576709222340016572108097750006097525544
d = 7A929ADE789BB9BE10ED359DD39A72C\
11B60961F49397EEE1D19CES891EC3B28,¢.

10
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A.2.1.8 Kntou npoBepku nognucu
B HacTosALWEM NPpUMeEpe CYUTAETCH, YTO Nonb3oBaTenb obnagaeT KINKYOM MPOBEPKA NOgNMCcH Q, KOOpAUHATLI KOTO-
pOro UMeHoT CrefytoLine 3Ha4YeHUs:
Xg = 57520216126176808443631405023338071\\
176630104906313632182896741342206604859403 ,,,
Xq = 7F2B49E270DB6D90D8595BEC458B5\
0C58585BA1D4E9B788F6689DBDSESGFDE0B, 4,
Y, = 17614944419213781543809391949654080\
031942662045363639260709847859438286763994 ,,,
Yq = 26F1B489D6701DD185C8413A977B3\
CBBAF64D1C593D26627DFFB101A87FF77DA ;.

A.2.2 Mpouecc chopMupoBaHUuAa LucpoBoi noanucu (anroputm l)
MycTb nocne BbINOMHeHUS waros 1—3 no anroputmy | (cm. 6.2) 6blnu nonyyeHel cregyowme YACroBble 3Ha-

YeHus:
e = 2079889367447645201713406156150827013\\
0637142515379653289952617252661468872421,,
e = 2DFBC1B372D89A1188C09C52EOEEW
C61FCES2032AB1022E8EG7TECE6G672B043EEDS 4,
k =538541376773484637314038411479966192\\
41504003434302020712960838528893196233395,,
k=77105C9B20BCD3122823C8CF6FCC\
7B956DE33814E95B7FE64FED924594DCEAB3 6.

Mpu aToM KpaTHas Touka C = kP uMeeT KoopauHaThl:
X, = 297009809158179528743712049839382569\\
90422752107994319651632687982059210933395,,
X, = 41AA28D2F 1AB148280CDOEDSEFEDW
A41974053554A42767B83AD043FD39DC0493,,
Y, = 328425352786846634770946653225170845\\
06804721032454543268132854556539274060910,,
Yo = 489C375A8941A3049E33B34361DD\W
204172AD98C3E5916DE27695D22A61FAE46E 6.

MapameTp r = x,, (Mod ) NPUHMMaET 3HaueHue:
r=297009809158179528743712049839382569\\
90422752107994319651632687982059210933395,,
r=41AA28D2F1AB148280CDOEDS56FED\\
A41974053554A42767B83AD043FD39DC0493,4.

MapameTp s=(rd + ke)(mod q) NpuHUMaeT 3HaYeHue:
s =574973400270084654178925631001914703\\
8455227042649098563933718999175515839552,,
s = 1456C64BA4642A1653C235A98A60249BCDED3F746B631DF928014F6C5BFOC40, 4.

A.2.3 Mpouecc npoBepku LucppoBoit nognucu (anroputm ll)
MycTb nocne BbiNonHeHUs waros 1—3 no anroputmy Il (cM. 6.3) GbNK NonyYeHbl cnefyiolue YMCNoBLIE 3Ha-

YeHunA:
e = 2079889367447645201713406156150827013\\
0637142515379653289952617252661468872421,,
e = 2DFBC1B372D89A1188C09CS52EQEEN
C61FCE52032AB1022E8E67ECEG672B043EES 4.

Mpu aToM napameTp v=e~1(mod g) npuHUMaeT 3HaueHne:
v = 176866836059344686773017138249002685\\
62746883080675496715288036572431145718978,,
v =271A4EE429F84EBC423E388964555BB\
29D3BA53C7BF945ESFAC8F381706354C2, 6.

MapaMeTpel z, = sv(mod g) 1 z, = —rv(mod g) NPUHUMAIOT 3HAYEHUS:
z( = 376991675009019385568410572935126561\\
08841345190491942619304532412743720999759,,
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z, = 5368F8FFB38F7CO09ABC782A2DF2A\
3927DA4077D07205F763682F3A76C9019B4F, 4,
Z,=141719984273434721125159179695007657\
6924665583897286211449993265333367109221,,
Z, = 3221B4FBBF6D101074EC14AFAC2D4F7\\
EFAC4CFOFEC1ED11BAE336D27D527665,4.

Touka C =2zP+2z,Q MMeeT KOOpANHATHI.

X, = 2970098091581795287437120498393825699\\
0422752107994319651632687982059210933395,,
X, = 41AA28D2F 1AB148280CDOEDSGFEDW
A41974053554A42767B83AD043FD39DC0493 4,
Y = 3284253527868466347709466532251708450\
6804721032454543268132854556539274060910,,
Yo = 489C375A9941A3049E33B34361DDW
204172ADS8C3ES916DE27695D22A61FAE46E (4.

Torga napameTp R = x,(mod q) NpuHUMaET 3HaveHue:

R =2970098091581795287437120498393825699\\
0422752107994319651632687982059210933395,,
R =41AA28D2F1AB148280CD9EDS6FED\
A41974053554A42767B83AD043FD39DC0493,6.

[MocKomnbKy BbIMOSIHEHO paBEHCTBO R = r, TO UndpoBad Nognucb NPUHUMAETCS.

A.3 MNpumep 2

A.3.1 MapamMeTpbl cxeMbl LUcpoBoii noanncu

A.3.1.1 Ycnoeue

Ons dopmmupoBaHnsa 1 NpoBepkn LMD POBOIA NoANUCU JOSMKHBI BbITh UCMONb30BaHL NApaMeTpbl, NpUBeEH-
Hble B 5.3.

A.3.1.2 Mogynb snnunTUYeckon Kpusown

B HacTosLLleM npuMepe napameTpy p NPMCBOEHO criefytolliee 3Ha4eHue:

p = 36239861022290036359077887536838743060213209255346786050\
8654615045085616662400248258848202227149685402509082360305\
8735163734263822371964987228582907372403,,

p =4531ACD1FE0023C7550D267B6B2FEE80922B14B2FFBO90F04D4EB7C09B5D2D 15D\
F1D852741AF4704A0458047E80E4546D35B8336FAC224DD81664BBF528BEG373 4.

A.3.1.3 KoadhpuLmeHTbl annmnnTu4eckon Kpusom
B HacTosLleM Npumepe napameTpbl @ U b NPUHUMALOT CreayIolne 3Ha4YeHUs:
a="Tqo
a=T4g
b = 1518655069210828534508950034714043154928747527740206436\\
1940188233528099824437937328297569147859746748660416053978836775\
96626326413990136959047435811826396,,
b =1CFF0806A31116DA29D8CFAS4E57EB748BC5F377E49400FDD788B649ECATACAN
361834013B2AD7322480A89CAS58E0CF74BCOES540C2ADD6897FADOA3084F302ADC 46.

A.3.1.4 MNopsgok rpynnbl TOYEK SNAUNTUHECKON KPUBON
B HacTosLWeM NpuMmepe napamMeTp m NpUHMMAET criefylolliee 3Ha4eHune:

m = 36239861022290036359077887536838743060213209255346786050865461\\
50450856166623969164898305032863068499961404079437936585455865192212\\
970734808812618120619743,,

m =4531ACD1FE0023C7550D267B6B2FEE80922B14B2FFBO90F04D4EB7C09B5D2D 15D\
A82F2D7ECB1DBAC719905C5EECC423F1D86E25EDBE23C595D644AAF187EGEGDF (4.

A.3.1.5 Mopsagok UMKNUMYECKOR Noagrpynnel rpynnbl TOYEK aNUNTUHECKON KPUBOK
B HacTosLWeM npumepe napamMeTp q NPUHUMaET criefytolliee 3Ha4eHue:

q = 36239861022290036359077887536838743060213209255346786050865461\\
50450856166623969164898305032863068499961404079437936585455865192212\\
970734808812618120619743,,

q = 4531ACD1FE0023C7550D267B6B2FEE80922B14B2FFBO0F04D4EB7C09B5D2D 15D\
A82F2D7ECB1DBAC719905C5EECC423F1D86E25EDBE23C595D644AAF187EGEGDF (4.
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A.3.1.6 KoadhdULMEHTHI TOUKK ANNUMTUYECKOR KPUBOI
B HacTosALeM npumepe KOOpAMHATLI TOYKA P NPMHUMALOT CReAYoLLUe 3HaYeHUS:
Xp = 19283569440670228493993094012431375989977866354595079743570754913077665\\
9268583544106555768100318487481965800490321233288425233583025072952763238\
34935732744,
Xp, = 24D19CC64572EE30F396BF6EBBFD7A6C5213B3B3D7057CC825F91 093A68CD762\\
FD60611262CD838DC6B60AA7EEES04E28BC849977FAC33B4B530F 1B120248A9A ¢,
¥p = 22887286933719728599700121555294784163535623273295061803\
144974259311028603015728141419970722717088070665938506503341523818\
57347798885864807605098724013854,,
Yp = 2BB312A43BD2CEGEOD020613C857ACDDCFBFO61E91 E5F2C3F32447C259F39B2\
C83AB156D77F1496BF7EB3351E1EE4E43DC1A18B91B24640B6DBB92CB1ADD371E 6.

A.3.1.7 Kntou nognuecu
B HacTosALeM Npumepe cHMTaETCs, YTO Nornb3oBaTeslb 0bnagaeT cnegyowuM KioyoM nognucu d.
d =610081804136373098219538153239847583006845519069531562982388135\\
35489060630178225538360839342337237905766552759511682730702504645883\
7440766121180466875860,,
d = BA6048AADAE241BA40936D47756D7C93091A0E8514669700EE7508E508B102072\\
E8123B2200A0563322DAD2827E2714A2636B7BFD18AADFC62967821FA18DD4, 6.

A.3.1.8 Kntoy nposepku nognucu
B HacTosileM NpuMepe cHNTaETCA, YTO Monb3oBaTenb 0brnafaer KnoHMoM NpoBepKU Nnognucu Q, KOOpPAUHaTH! KOTO-
pOoro MMetoT criefytolline 3HaveHNs:
X = 9095468530025365965566907686698303100069292725465562815963\
72965370312498563182320436892870052842808608262832456858223580\
713780290717986855863433431150561,,
Xy = 115DC5BC96760C7B48598DBABIE740D4C4A85A65BE33C1815B5C320C854621D\
D5A515856D13314AF69BC5B924C8B4DDFF75C45415C1D9DDODD33612CD530EFE1, g,
= 29214572033744256206324497342484154556407008235594887051648958\\
3q75095391 34297327397380287741428246088626609329139441895016863758\\
984106326600572476822372076,,
Yq = 37C7C90CD40BOF5621DC3AC1B751 CFAOE2634FA0503B3D52639F5D7FB72AFD6W
1EA199441D943FFE7FOC70A2759A3CDB84C114E1F9339FDF27F35ECA93677BEEC 4.

A.3.2 Npouecc dropmupoBanus uncdposoit nognucu (anroputm l)
MycTb nocne BbiNONHEHUSA wWaroB 1—3 no anroputMy | (cMm. 6.2) 6binn nonyyeHsl criegytowme YUcroBbie 3Ha-

YeHunA:
e =2897963881682868575562827278553865049173745197871825199562947\\

4190413889509705366611095534999542487330887197488445389646412816544\
63513296973827706272045964,,
e = 3754F3CFACCOE0615C4F4A7C4D8DAB531B09B6F9C170C533A71D147035B0C591\
7184EE536593F4414339976C647C5D5A407ADEDB1D560C4FC6777D2972075B8C 46,

k =1755163560258504995406282799211252803334510317477377916502\\
081442431820570750344461029867509625089092272358661268724735168078105417\\
47529710309879958632945,,

k = 359E7F4B1410FEACC570456C6801496946312120B39D019D455986E364F 3\
65886748ED7A44B3E794434006011842286212273A6D14CF70EA3AF71BB1AEG79F 1,6,

Mpw aToM KpaTHas Todka C = kP uMeeT KoopAnHaThl:
X, = 24892044770313492650728646430321477536674513192821314440274986373\
5761109281022179510187141292882371680595982870833028424 36534530853\
22004442442534151761462,,
X, = 2F86FAB60A081091A23DD795E1E3C689EES12A3C82EEODCC2643C78EEASFCACH
D35492558486B20F1CIEC197C90699850260C93BCBCDICSCI317E19344E173AE36,4,
¥, = 77017388992899183604784479878096044168206263187609613767394680150\
24422293532765176528442837832456936422662546513702148162933079517\\
08430050152108641508310,,
¥, = EB488140F7E2F4E35CF220BDBC75AE44F26FAC7DF52E82436BDESOA91831DA27\\
C8100DAA876F9ADCOD28A82DD3826DADC7F92E471DA23ESSEOEBB3927C85BD6 6.
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MapameTp r = x (mod q) NpUHMMaET sHaveHue:

r=24892044770313492650728646430321477536674513192821314440274986373\\
576110928102217951018714129288237168059598287083302842436534530853\\
22004442442534151761462,,
r=2F86FA60A081091A23DD795E1E3CE89EES12A3C82EEODCC2643C78EEASFCAC
D35492558486B20F1COEC197C90699850260C93BCBCDICS5C3317E19344E173AE36 4.

MapameTp s = (rd + ke)(mod q) npuHUMaeT 3HadYeHue:

s = 8645232217076695190388492973829369170750237358484315799195987\\
99313385180564748877195639672460179421760770893278030956807690115\\
822709903853682831835159370,,

s = 1081B394696FFESE6585E7A9362D26B6325F56778AADBC081COBFBE933D52FF58\
23CE288E8C4F362526080DF7F70CE406A6EEB1F56919CB92A0853BDE73ESB4A 4.

A.3.3 MNMpouecc npoBepkyu LudpoBoii nognucu (anroputm ll)
MycTb nocne BbINOMHeHUA waros 1—3 no anroputmy Il (cMm. 6.3) 6binK nonyyeHsl cnegyroLme YNCroBLIe 3Ha-
YeHus:

e = 2897963881682868575562827278553865049173745197871825199562947\\
4190413889509705366611095534999542487330887197488445389646412816544\
63513296973827706272045964,,

e = 3754F3CFACCOE0615C4F4A7C4D8DAB531B09BBFIC170C533A71D147035B0C591\
7184EES536593F4414339976C647C5D5A407ADEDB1D560C4FC6777D2972075B8C 4.

Mpu aTom napameTp v = e~1(mod g) npuHMMaeT sHadeHue:

v = 255694215394605222266074084316408615387769223440078319114692849\
356194345732344708924001925205698280688153534004145821243990606136\\
7072238185934815960252671,,

v = 30D212A9E25D1A80A0F238532CADF3E64D7EF4E782B6AD140AAFSBBDI9BB4729\\
84595EEC87B2F3448A1999D5FO0ABGDEOE 14A55AD875721EC8CFD504000B3A840FF 46

MapameTpsl z, = sv(mod q) u z, = —rv(mMod ) NPUHUMAIOT 3HAHEHWS:

z, = 3206470827336768629686907101873475250343306448089030311214484\
385872743205045180345208826552901003496732941049780357793541942055\
6000849561981737071 979025751 o
z, = 3D38E7262D69BB2AD24DD81EEA2F92E6348D619FA45007B175837CF1 3B026079\\
051A48A1A379188F37BA46CE12F7207F2A8345459FF960E1 EBDSB4F2A34A6EEF16,
Z,= 13667709118340031081429778480218475973204553475356412734827\\
320820470283421680060312618142732308792036907264486312226797437575\\
61637266958056805859603008203,,

z, = 1A18A31602E6EACOA9888C01941082AEFE296F 840453D2603414C2A16EBEFC529\\
D8D8372E50DC49D6C612CE1FF65BD58E1D2029F22690438CC36A76DDA444ACB 6.

Touka C =zP +2z,Q NMeeT KOOPANHATHI:

X, = 2489204477031349265072864643032147753667451319282131444027498637\\
3576110928102217951018714129288237168059598287083302842436534530853\
22004442442534151761462,,
X, = 2F86FAB0A081091A23DD795E1E3C689EES512A3C82EEODCC2643C78EEASFCACW
D35492558486B20F1C9EC197C90699850260C93BCBCDIOC5C3317E19344E173AE36 4,
Y. = 7701738899289918360478447987809604416820626318760961376739468015\
0244222935327651765284428378324569364226625465137021481629330795170\\
8430050152108641508310,,
¥, = EB488140F7E2F4E35CF220BDBC75AE44F26F9C7DF52E82436BDES0A91831DA27\\
C8100DAA876F9ADCOD28A82DD3826D4DC7F92E471DA23ES5EQOEBB3927C85BD6 6.
Torpa napameTp R = x (mod q) NpMHUMAaET 3Ha4eHue:
R =24892044770313492650728646430321477536674513192821314440274986\\
37357611092810221795101871412928823716805959828708330284243653453085\\
322004442442534151761462,,
R = 2F86FAG60A081091A23DD795E1E3C689EES12A3C82EEODCC2643C78EEASFCAC\
D35492558486B20F1C9EC197C90699850260C93BCBCDIC5C3317E19344E173AE36 4.

MockorbKy BHINOIHEHO PaBeHCTBO R = r, To LudpoBas NoANUCH NPUHUMAETCS.
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Bubnuorpadua

MpumevyaHne — OpurnHansl MexgyHapoaHselx ctanfaptos MCO n UCO/MIBK HaxopATcs B HaLMOHamNbHbIX
(rocyAapcTBEHHbLIX) opraHax Mo cTaHgapTU3auun® rocyaapcTs, NPUHSABLUMX HACTOALMIA CTaHAapT.

NCO 2382:2015
(1SO 2382:2015)
NCO/M3K 9796-2:2010
(ISO/IEC 9796-2:2010)

NCO/M3K 9796-3:2006
(ISO/IEC 9796-3:20086)

MNCO/M3K 14888-1:2008
(ISO/IEC 14888-1:2008)

MNCO/M3K 14888-2:2008
(ISO/IEC 14888-2:2008)

NCO/M3K 14888-3:2016
(ISO/IEC 14888-3:2016)

NCO/M3K 10118-1:2016
(ISO/IEC 10118-1:2016)

NCO/MBK 10118-2:2010
(ISO/IEC 10118-2:2010)

NCO/M3K 10118-3:2004
(ISO/IEC 10118-3:2004)

[10] UICO/MBK 10118-4:1998

(ISO/EC 10118-4:1998)

NHpopmaLuoHHasa TexHonorua. Cnosaps (Information technology — Vocabulary)

NHdopmaLnoHHele TexHonorun. MeTtoabl o6ecneveruns 6esonacHocT. Cxemel Ludpo-
BOW nopnucu, obecnevmBatoLime BOCCTAHOBNEHWE coobLlieHWid. YacTb 2. MexaHuambl
Ha ocHoBe UenoducneHHon dpakrtopusauum (Information technology — Security tech-
niques — Digital signature schemes giving message recovery — Part 2: Integer factor-
ization based mechanisms)

NHdopmaynoHHele TexHonorun. Metoabl o6ecneverus 6esonacHocT. Cxembl Lmdpo-
BOW nognucu, obecrne4unBarolime BoccTaHoBNeHUe cooblleHunii. Yactb 3. MexaHuaMmel
Ha ocHoBe AuckpeTHoro norapudma (Information technology — Security techniques —
Digital signature schemes giving message recovery — Part 3: Discrete logarithm based
mechanisms)

NHdopmMaUmnoHHble TexHonornn. Metogbl 3awuTel. LincdpoBele nognucu ¢ NpUnoxeHu-
eM. YacTb 1. O6wme nonoxeHus (Information technology — Security techniques — Dig-
ital signatures with appendix — Part 1: General)

NHdopmaunoHHasa TexHonorus. Metoabl oBecnevenuns sawuTel. Lindpossie nognucu ¢
npunoxexHneM. Yacts 2. MexaHW3Mbl, OCHOBaHHbIE Ha Pa3noXeHWn Ha MHoxuTenu (In-
formation technology — Security techniques — Digital signatures with appendix — Part 2:
Integer factorization based mechanisms)

NHdopmaLoHHas TexHonorms. MeTofbl U cpefcTBa o6ecnedeHus 6esonacHocTu. Lindg-
poBble MOAMUCK C NpunoxeHWeM. YacTb 3. MexaHU3Mbl Ha OCHOBE AMCKPETHOrO riora-
pudpma (Information technology — Security techniques — Digital signatures with appen-
dix — Part 3; Discrete logarithm based mechanisms)

NHdopmaLmoHHasa TexHonorus. Metogbl 3almTsl MHdopMayuun. Xaw-pyHkumn. Yactb 1.
Obwwe nonoxenus (Information technology — Security techniques — Hash-functions —
Part 1: General)

NHdopmaLmoHHble TexHonorun. Metogbl 3almThl MHGOpMaLmMn. XaLw-gyHKUMW. YacTb 2.
X3LW-hYHKUMM C UCNonb3oBaHUEM anropuTma WindpoBaHusa n-6UTHsIMK Bnokamu (Infor-
mation technology — Security techniques — Hash-functions — Part 2: Hash-functions
using an n-bit block cipher)

UHdopmauunoHHele TexHonoru. Metogbl 3awutbl  MHopMauuu.  Xaww-PyHKUUK.
YacTtb 3. BelgeneHHble xaw-pyHkuum (Information technology — Security techniques —
Hash-functions — Part 3: Dedicated hash-functions)

MHdopmMaynoHHEbIe TexHonornn. Metoabl 3aWmTel MHGopMaLmMn. XaLw-pyHKLUMW. YacTb 4.
XaW-yHKUMM ¢ NnpUMeHeHneM apudMeTUHECKUX onepaumii Hag abconioTHEIMU 3Have-
Huamu yucen (Information technology — Security techniques — Hash-functions — Part 4:
Hash-functions using modular arithmetic)

* B Poccuiickoit PegepaLiuun opuruHansl mexayHapogHeix ctaHgaptoB MCO n UCO/MOBK HaxogaTea B Degeparnb-
HOM MHPOPMaLIMOHHOM hOHAE CTaHAapTOB.
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